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Rationale

In RAN2#99-Bis, RRC Connection Control procedures during network congestion were discussed. For the particular case, the UE wants to transition from INACTIVE to CONNECTED; the following has been agreed:

“NR supports an RRC INACTIVE state, in which the UE is reachable by RAN or CN Paging.  When the UE in the RRC_INACTIVE state wants to send signaling or data or receives the paging message, it will send a request message.  The request message is expected to include the UE RAN ID (I-RNTI) and an authentication token (similar to short MAC-I) (details of the token and number of bits available for this has not yet been discussed).  

In response to the request message from the UE (e.g., when the network cannot process the resume request due to congestion), RAN2 agreed that the network could send a response message on SRB0 (i.e., without ciphering or integrity protection) with a wait timer. The UE will stay in RRC_INACTIVE and is not allowed to access the cell for the period of the wait timer. In LTE, the wait timer for normal UEs is maxed 16s and 30min for Delay tolerant devices.  No other INACTIVE related parameters/configuration is sent to the UE in this response message.  UE I-RNTI and security parameters are not updated either.”

RAN 2 LS R2-1712052 asks the following two questions related to Security of RRC Resume message with wait timer. 

“Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values.

Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”

This contribution aims to discuss the questions in details with our observations and proposals on how to handle the security of RRC connection resume with wait timer. 
Discussion
“Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values”
In RAN2#99-Bis it was agreed that RRC Connection Reject with wait timer message can be sent by RAN in MSG4 (over SRB0) due to congestion conditions, caused by network processing load. RAN2 would prefer to send RRC Connection Reject with Wait Timer message without any security protection to minimize load on network processing. Upon receipt of Reject message, the UE will continue to stay in RRC_INACTIVE mode and is not allowed to access the cell for the period of the wait timer.
If Reject message (carrying wait timer) is sent unprotected over SRB0, it will introduce the risk for possible DOS attack by a fake gNB. In the case of this DOS attack, the UE can repeatedly be configured with wait time values by the fake gNB. To mitigate this DOS attack, at a minimum, we need integrity protection for the Reject Message. 
Observation 1: Integrity protection for Reject message will add more load and latency to already congested network processor.
If RRC reject message needs to be protected the network needs, at a minimum, to calculate shortMAC-I. Furthermore, in mobility cases target gNB will have to fetch the security context from source gNB, this will incur additional processing load and latency. 

Observation 2: The severity of the DOS attack can be considered low for the non-mobility case and medium to high for mobility cases.
In mobility cases, UE may camp in fake eNB as it moves from source to target eNB.   In non-mobility cases, It will be difficult for UE (in inactive mode) to be lured to connect to a fake eNB. 
Observation 3: The Resume Request message is security protected as per RAN2 specification (RAN2 Spec Ref #).
Observation 4: Maximum wait timer for normal UE cannot exceed 16s and for delay tolerant devices is 30 minutes as per RAN2 specification. <RAN2 spec Ref #>
In response to single Resume Request message, UE can be denied access to the network for a maximum of 16 seconds for normal UEs and 30 minutes for delay tolerant UEs by the fake gNB. Delay tolerant devices are by definition delay tolerant so a maximum of 30 minutes of delay should not affect the device operations or application states. However, for normal UE 16 seconds delay may affect user experience. 

Proposal 1: No Integrity Protection.  Since integrity protection for Reject Message incurs network processing overhead, a simple solution is devised such that if for some “n” number of times UE receives the RRC Reject message, then UE will simply attempt to re-authenticate with the network. 

Proposal 2: Intermittent Integrity protection. If the UE receives “n” number of times RRC Reject with a wait timer, then UE sends the following Request message with “Integrity protection required” flag to the network. When a Request message with integrity protection flag is received, if the Network further wants to send reject with wait timer, then it needs to integrity protect the reject with wait timer.

Proposal 3:  Always protected. In this case, RRC Resume request and response are both integrity protected using ShortMAC-I. 
Recommendation: We recommend the Proposal 1 because proposal 2 and proposal 3 will add more network load and introduce more implementation complexity. Proposal 1 is simple to implement and does not require defining new procedures.  
Wait Timer value should be set to minimum for non-delay tolerant and maximum value for delay tolerant devices to minimize the impact of the DoS attack.
Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”

If Resume from INACTIVE is allowed reusing the same I-RNTI and same key after rejection, a potential replay attack is possible. 
Observation 1: A rogue UE may redirect a downlink message intended to the real UE to itself by replaying the same RRC Resume Request message. 

Observation 2: A rogue may cause the network in the confusing state by replaying the same RRC Resume Request message.  This is because after receiving RRC Resume Request, the network neither receives any data from the Real UE not it has any downlink data to send to the real UE. 
Proposal:  To avoid potential Replay Attack, when UE sends Resume Request message after receiving a Reject message (with a wait timer) the UE should introduce freshness to Request Message after rejection.
4
Conclusion
If Reject message (carrying wait timer) is sent unprotected over SRB0, it will introduce the risk for possible DOS attack by a fake gNB. In the case of this DOS attack, the UE can repeatedly be configured with wait time values by the fake gNB. To mitigate this DOS attack, at a minimum, we need protection for the Reject Message using ShortMAC-I.  However, if this is not a feasible option as it increases the network processing load the next best option is if for some “n” number of times UE receives the RRC Reject message, then UE will simply attempt to re-authenticate with the network. Wait Timer value should be set to minimum for non-delay tolerant and the maximum value for delay tolerant devices to minimize the impact of the DoS attack.
If Resume from INACTIVE is allowed reusing the same I-RNTI and same key after rejection, a potential replay attack is possible. A rogue UE may redirect a downlink message intended to the real UE to itself by replaying the same RRC Resume Request message.  Furthermore, a rogue may cause the network in the confusing state by replaying the same RRC Resume Request message.  This is because after receiving RRC Resume Request, the network neither receives any data from the Real UE not it has any downlink data to send to the real UE.  To avoid potential Replay Attack, SA3 recommends when UE sends Resume Request message after receiving a Reject message (with a wait timer) the UE should introduce a freshness to Request Message after rejection.
